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Abstract: The communication system which requires sensitive data transfer uses secured cryptographic 

algorithms to convert the data into an unrecognizable format. These algorithms are classified into symmetric 

and asymmetric, which employs private and public keys respectively. The symmetric cipher is further classified 

into stream and block ciphers. This proposed paper focuses on the block cipher which allows feasibility for the 

key generation and these generated keys are used for cryptographic applications with reduced hardware 

complexity. Wireless sensor networks are one of the highly emerging areas and found really useful in 

environmental studies and military applications. In sensor networks a set of nodes randomly deployed 

communicate through wireless links and provide the information as on when required.  
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1. INTRODUCTION 

The communication system which requires sensitive data transfer uses secured cryptographic 

algorithms to convert the data into an unrecognizable format. These algorithms are classified into 

symmetric and asymmetric, which employs private and public keys respectively. The symmetric 

cipher is further classified into stream and block ciphers. This proposed paper focuses on the block 

cipher which allows feasibility for the key generation and these generated keys are used for 

cryptographic applications with reduced hardware complexity.  

In the existing system, the hardware implementation of block ciphers has limited feasibility in 

scheduling the key which is the primary resource for high secured data transfer. Since the existing 

system uses predefined key for the encrypting process, the system can offer narrowed security level 

though they use complex security algorithms. The major drawback in the existing system is that there 

is no key generation unit to increase the efficient change of key parameter for a secured data transfer. 

2. PROPOSED SYSTEM  

In order to increase the speed and to reduce the hardware complexity, this proposed system focuses on 

the light weight security algorithm Tiny Encryption Algorithm TEA which can be implemented in 

microcontroller to adapt with many real time constraints such as memory, The embedded based 

applications need sensitive data transfer between different nodes. Data loss and low cost. The additive 

feature of this proposed system is that it uses Key Generation Unit (KGU) to produce the random key 

to make it optimal for sensitive data transfer in many real-time applications. This above work uses 

microcontroller and the performances of this cryptosystem is analyzed by implementing the 

cryptographic algorithm TEA with key generation unit. The work extends with implementing the two 

different modes of communication serial (UART) and wireless transmission ZigBee to transfer the 

data from encryption unit to decryption unit. It also includes EEPROM chip to save different keys 

which can be accessed by using I2C protocol. To overcome the above disadvantages we go for 

wireless network protocol ZigBee which can be used in different applications such as oceanography, 

weather monitoring, and defense, scientific, commercial, agricultural and industrial applications. 
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Fig1. Block Diagram 

3. HARDWARE IMPLEMENTATION  

3.1. LPC2148 Microcontroller  

LPC2148 microcontrollers are based on a 32 bit ARM7TDMI-S CPU with real-time emulation and 

embedded trace support that combines the microcontroller with embedded high speed flash memory 

of 512kb. A 128-bit wide memory interface and unique accelerator architecture enable 32-bit code 

execution at the maximum clock rate. For critical code size applications, the alternative 16-bit Thumb 

mode reduces the code by more than 30% with minimal performance penalty. 

3.2. 4K I2C Serial EEPROM 

The Microchip Technology Inc. 24AA04/24LC04B (24XX04*) is a 4 Kbit Electrically Erasable 

PROM. The device is organized as two blocks of 256 x 8-bit memory with a 2-wire serial interface. 

Low-voltage design permits operation down to 1.7V, with standby and active currents of only 1 μA 

and 1 mA, respectively. The 24XX04 also has a page write capability for up to 16 bytes of data. The 

24XX04 is available in the standard 8-pin PDIP, surface mount SOIC, TSSOP, 2x3 DFN, 2x3 TDFN, 

and MSOP packages and is also available in the 5-lead SOT-23, or 4-lead Chip Scale package. 

3.3. ZigBee 

ZigBee is the product of the ZigBee Alliance, an organization of manufacturers dedicated to 

developing a new networking technology for small, ISM-band radios that could welcome even the 

simplest industrial and home end devices into wireless connectivity ZigBee uses a basic master-slave 

configuration suited to static star networks of many infrequently used devices that talk via small data 

packets. It allows up to 254 nodes. Bluetooth’s protocol is more complex since it is geared towards 

handling voice, images and file transfers in adhoc networks. Bluetooth devices can support scatter 

nets of multiple smaller non-synchronized networks. It only allows up to 8 slave nodes in a basic 

master-slave. 

4. FLOW CHART  

Transmitter Side 

 Message is entered by the user. 

 Set the baud rate as 9600. 

 The converted data is sent to LPC2148 through UART0, which is initialized to receive and 

transmit data.  

 A 128 bit random key is generated already stored in EEPROM which is entered and the plain text 

is displayed on the terminal and is sent to LPC2148 through UART0. 

 The data and the key are stored in a FIFO buffer. 

 In the microcontroller, the data is encrypted using TEA to obtain cipher text also consisting of the 

key no which is received using UART1. 

 The encrypted data is also displayed on the LCD and the terminal. 
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 UART1 which is initialized to transmit data sends the cipher text to the receiver using ZigBee 

module. 

 

Fig2. Implementation at Transmitter 

Receiver Side 

 

Fig3. Implementation at Receiver 
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 Set the baud rate as 9600. 

 Wait for the cipher text to be sent by the transmitter. 

 The ZigBee module receives the data and sends it to UART1, which is initialized to receive and 

transmit data. 

 After the reception of cipher text by UART1, the key no is decoded. 

 The key and the data are stored in a FIFO buffer. 

 The cipher text and the key are displayed on the terminal. 

 With the help of key number the 128 bit key is read from EEPROM which is used to decrypt the 

cipher text using corresponding decryption algorithm as in transmitter at LPC2148. 

 After decryption, the data is sent to UART0 which is initialized as a receiver. 

5. HARDWARE & RESULTS 

 

Fig4. Hardware 

 

Fig5. Transmitter Data 

 

Fig6. Receiver Data 
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